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ABSTRACT

Crime cannot be defined in definite words. It esupt various forms within society. As far as cybdame is
concerned, it has taken a dangerous form which ésrestant threat to the whole world. The technolisggeveloping by
leaps and bound. It has a more negative impact loolevsociety. With the development of technologgryiminals more
easily commit crimes at cyberspace. Cyber fraudskimg, phishing, cyber terrorism, cyber pornogrgmspecially child
porn pornography, cybertrespass against the intélial properties, cyber defamation and cyberstajikéme some of the
serious crimes which are being committed on cyl@msplt causes financial and physical damage to dbecerned
individuals and to the government also. The women saft target of the cyberstalkers. These cringnapload the
obscene pictures of women and send them vulgar eatsmby hacking the social accounts of the females.
In India, The Information Technology Act, 2000 i¢ass against the cybercrimes. This Act was ameride20D08 and
inserted new terms like cyber terrorism, cyberstalk The new amended The Information Technology, Act
2008 also enhances the punishments and fines ier aodcurb the menace of cyber crime. Besidesamdienal Code,
1860 also contains the relevant provisions to plrttee cybercriminals. Both these laws can conculyepunish the
cybercriminals. Hence, laws cannot be implementédeéqaately unless the people get knowledge of tless.
They should have to be conscious about these tawsder to prevent the cyber crimes. In India, lafknowledge and
ignorance on the part of the people is one of figgdst hindrances to prevent the cyber crimes. &lieen need to impart
knowledge to people that how and where to file daim{s against cybercrimes. Besides, cyber celharties should also

take immediate action against the cyber criminaiéchv would have a deterrent effect on other cuprit

KEYWORDS: Cyber-Stalking, Dissemination of Obscene Materiafdbnation, Hacking, Phishing, Cyber Pornography,

Crimes against Persons Proper@yber Terrorism, Child Pornography
INTRODUCTION

Cybercrimes are the most unpredictable calamity the cyber world. Unauthorized access, hacking,
spreading of viruses, smashing computer networka wary large scale, the brutal weapons like e-imaihbing, logic
bombs resulting into the disrupt behavior of corepunhetworks are very few incidences of recent days.
The very same virtues of the internet when goneviang hands or when exploited by people with diminds and
malicious intentions can make it a virtual hell. As result of the rapid adoption of the internet bgldy,
cybercrimes include not only hacking and crackingt lalso extortion, child pornography, money lauigr

cyberstalking, fraud, software pirating and corp@raspionage to name a few. Law enforcement offidimve been
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frustrated by the inability of legislators to kesybercrimes legislation at par with of the fast-fimgvtechnology-

Cybercrime is an evil having its origin in the giog dependence on computers in modern life. Inyaashal age
when everything from microwave ovens and refrigesato nuclear power plants is being run on computeybercrime
has assumed rather sinister implications. The ctengmime can involve criminal activities that draditional in nature,
such as theft, fraud, forgery, defamation andchief, all of which are subject to IPC. The abuSeamputers has also
given birth to the gamut of new age crimes that adsressed by the Information Technology Act, 2000.
The Information Technology Act, does not define ergime but specifies many acts as an offense aakkesnthem
punishable in certain circumstances. But it woutdumsuitable to restrict to all crimes describedenrthe Information

Technology Act as IPC, Copyrights Act and Paterttadso cover many forms of cyber crinfes.
ORIGIN OF CYBER CRIME

When the internet was developed, the founding fatb&the internet hardly had any inclination ttia internet
could transform itself into an all-pervading revidn which could be misused for criminal activitiasd which required
regulation. Today, there are many disturbing thingggpening in cyberspace. Due to the anonymousenafihe internet,
it is possible to engage in a variety of criminatidties with impunity and people with intelligeachave been grossly
misusing this aspect of the internet to perpetgatminal activities in cyberspace. The first reaedldcyber crime took
place in the year 1820. That is not surprising argg the fact that the abacus, which is thougltte the earliest form of
a computer, has been around since 3500BC in Ifgpan China. The era of modern computers, howéegyan with the
analytical engine of Charles Babbage. In 1820, plod¢arie Jacquard, a textile manufacturer in Framceduced the
loom. This device allowed the repetition of a seraé steps in the weaving of special fabrics. Teisulted in a fear
amongst jacquard’s employees that their traditiamployment and livelihood were being threatendueyTcommitted

acts of sabotage to discourage jacquard from furtbe of the new technology. This is the first releal cybercrimé.
TYPES OF CYBER CRIMES

Nowadays, Cyber crimes have become a major threatits new forms for the whole world due to thetést
development of the technology. It is noticed thatiaus cyber crimes have been flooded on intefifegrefore, division of

cyber crimes in India have been made under follgweiategories:-

Cyber Crimes against Persons

Cyber-Stalking

It is a crime to stalk someone on the internet byng technology. CyberStalking can be done by usiheg
internet, sending e-mails, by using the phone tioucgnown persons, through webcam and videoslebas become easy
to stalk on social sites due to easy accessilsilitiephones and to get mobile data on cheap prides. people are less

interested to use computers as they do not wastidk at one place. On the other hand, people are iterested to use
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mobile phones in order to explore the social sit€enerally, stalking can be termed as the repeatesiof harassment
targeting the victim such as following the victinmaking harassing phone calls, killing the victimjset,
vandalizing victims property, leaving written megsa or objects. Stalking may be followed by serigogent acts such as
physical harm to the victim. CyberStalking meansested acts of harassment or threatening behaivibe @ybercriminal
towards the victim by using internet services. Bkitlds of Stalkers i.e. Online & Offline have thesite to control the
victim’s life.® The Information Technology Act, 2000 did not resizg the term but due to Ritu Kohli’s case, the adesl
Act of 2008 recognized Cyber Stalking. In a cas€2003, Seema Khanna (name changed), an employle@mvembassy
in New Delhi, know that web surfing would lead to mvasion of her privacy. In an apparent case yiiecstalking,
Khanna (32) received a series of e-mails from a asking her to either pose in nude for him or paylRakh to him. She
filed a complaint to Delhi Police and asserted #t& started receiving these mails in the thirdkn@feNovember. The
accused threatened Khanna that he would put hephradrpictures on display at sex websites, along hér telephone
number and address. The accused mailed the womamphwmtographs. The woman claimed these were thee sam
photographs which she had kept in her mail folddre police said the accused had hacked her e-rasfiword which
enabled him to access the pictures. A preliminaguiry into the complaint has revealed that theiknveere sent to the
victim from a cyber cafe in south Delhi. The poliedt that the accused might be known to the vicisnhe seemed to
know a lot about her. The cyberstalker can be boakeler Section 509 of the IPC for outraging thelesty of a woman
and also under the Information Technology Act, 208Gt the police admitted that IT Act, 2000 was eabugh to deal
with cyberstalking.

Ritu Kohli's case is the first case in India deglinith cyberstalking. The Delhi Police arrested MarKathuria
the culprit of the case. In the said case, Maniahk stalking a person called Ritu Kohli on the Ngillegally chatting on
the website www.mirc.com with the name of Ritu KoManish was regularly chatting under the identityRitu Kohli on
the said Website, using obscene and obnoxious #ggguvas distributing her residence telephone numabé inviting
chatter to chat with her on the telephone. CongatyyeRitu Kohli was getting obscene calls fromfeient chatters from
various parts of India and abroad. Ritu Kohli repdrthe matter to the police and the Delhi Polisgirsy into action.
The police had registered the case under Secti®nobthe Indian Penal Code, 1860 for outraging riaesty of Ritu
Kohli. But Section 509 of the Indian Penal Code6A8®nly refers to a word, gesture or act intenaeithidult modesty of a
woman. But when some things are done on the intetfimen there is no mention about it in the saittise. None of the
conditions mentioned in the section cover cybeksigl Ritu Kolhi's case was an alarm to the Goveentto make laws
regarding the aforesaid crime and regarding théeption of victims under the same. As a result i8ac66A of The

Information Technology (Amendment) Act, 2008 wasdedi
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Section 354 D of the Indian Penal Code, 1860 pewithat whoever commits the offence of stalkingl dia
punished on first conviction with imprisonment d@her description for a term which may extend tee¢hyears and shall
also be liable to fine and be punished on a secorslibsequent conviction, with imprisonment of @itdescription for a

term which may extend to five years and shall lsdiable to fin€’

Section 66D of The Information Technology (Amendihehct, 2008 prescribes punishment for cheating by
personation by using computer resource that whoéyemeans of any communication device or compatsource cheats
by personation, shall be punished with imprisonnargither description for a term which may extéodhree years and
shall also be liable to fine which may extend toe diakh rupees. Section 66E of The Information Tebbgy
(Amendment) Act, 2008 provides punishment for uiola of privacy that whoever, intentionally or knimgly captures,
publishes or transmits the image of a private afeany person without his or her consent, undarucnstances violating
the privacy of that person, shall be punished withrisonment which may extend to three years oh ¥ifte not exceeding

two lakh rupees rupees or with both.

Dissemination of Obscene Materialit includes Indecent exposure/ Pornography (b#gichild pornography),
hosting of the web site containing these prohibiteaterials. These obscene matters may cause hattme toind of the
adolescent and tend to deprave or corrupt theidmniim 2016, the former President’s Dr. Pranab Muédis daughter
Sharmistha received the obscene comments on fakehaib from the unknown person. Instead of blockthgt person
she filed a complaint in Delhi Police Cyber Celhtér, | was found that man named Partha Mandalngelb to West

Bengal and he did not know anything about her.i.ate apologized to héf.

Defamation: It is an act of imputing any person with intenti@éaver down the dignity of the person by hacking
his mail account and sending someemails with ugitgar language to the unknown persons mail acc@&attion 500 of
The Indian Penal Code, 1860 provigamishment for defamation that whoever defameshanathall be punished with

simple imprisonment for a term which may extentito years or with fine or with botH.

Further, Section 509 of The Indian Penal Code, 1&®0ides that whoever, intending to insult the exig of
any woman, utters any word, makes any sound ougest exhibits any object, intending that suchdvar sound shall be
heard, of that such gesture or object shall be,d®esuch woman or intrudes upon the privacy ohswoman, shall be

punished with simple imprisonment for a term whichy extend to one year or with fine or with b&th.

On the other hand, Section 67 of The Informatioshif®logy (Amendment) Act, 2008 contains punishnfent
publishing or transmitting obscene material in gt@dc form. Whoever publishes or transmits or esu® be published in
the electronic form, any material which is lasciydoor appeals to the prurient interest or if ife@fis such as to tend to
deprave and corrupt persons who are likely, haviegard to all relevant circumstances, to read, eee
hear the matter contained or embodied in it, dbalpunished on first conviction with imprisonmeffitedéher description
for a term which may extend to two-three years awith fine which may extend to five lakh rupees aindthe

event of a second or subsequent conviction withrisopment of either description for a term whichynextend to five
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years and also with fine which may extend to téh laupees?

Section 67A of The Information Technology (Amendmeict, 2008 prescribes punishment for publishimg o
transmitting of material containing sexually exijilact, etc. in electronic form whoever publishesransmits or causes to
be published or transmitted in the electronic fany material which contains sexually explicit actconduct shall be
punished on first conviction with imprisonment ather description for a term which may extend teefyears and with
fine which may extend to ten lakh rupees and inetfent of second or subsequent conviction with isgomment of either

description for a term which may extend to sevearyand also with fine which may extend to ten lakfees:
IDENTITY THEFT AND DATA THEFT

Identity means recognition and theft means to stéaheans to steal someone’s private informatiomugh
different means. Identity theft means to steal gleesonal information of any person with the purptsextort illegal
money. Data theft itself includes the identity théf person steals the personal information of Beotndividual with the
intention to commit other crimes and to grab illeg@aney. According to government records, the itgmif an individual

can be described by birth registration, voter cdri¥jng licenses, pan cards and aadhar card$ etc.

These documents contain all the relevant informategarding each person. In these documents, the,rage,
address, citizenship, particular mark on skin, ppiph and blood group are mentioned in orderdogeize that person.
This is helpful for the authorities to keep a watoh persons visiting and residing within and owsauntry'® The
concept of property has undergone a metamorphodisei past decades and data is regarded as grogrty. In our
daily life, we furnish a lot of personal and prafiemal data to many entities and institutions. Tddésa may also have
enormous future value for other entities and ingtins and therefore, data theft has become ausepimblem for entities
which hold a large amount of data. Also, a lot afadcan also be stored in flash drives, CDs, ntibips, etc. making it

very vulnerable against théeft.

On April 02, 2018 Cambridge Analytica and Faceboakne under fire after the British firm was accuséd
harvesting personal information of over 50 milliGiacebook users illegally to influence polls in galecountries.
The IT Ministry shot off notices to both Cambridgealytica and Facebook on the data breach issumggihem time till
March 31, 2018 and April 7, 2018,respectively, ®spond. Ministry of Electronics & Information Techogy,
Government of India, has issued a notice to Cargbriinalytica, wherein the serious breach of prapréad misuse of
data intended to profile and influence voting betialias been highlighted. Law and IT Minister R8hankar Prasad has
already warned the social media giant of stringetibn for any attempt to influence polls througtiadtheft and had even
threatened to summon its CEO Mark Zuckerberg, éideel.
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Section 66C of The Information Technology (Amendithekct, 2008 prescribes punishment for identityfthe
According to this Section whoever, fraudulentlydishonestly make use of the electronic signatusssword or any other
unique identification feature of any other perstialisbe punished with imprisonment of either dgsttwh for a term

which may extend to three years and shall alséabéel to fine which may extend to rupees one [kh.

Hacking: To use some ones’s computer without his permissitim the intention to destroy entire data saved in
the computer is called hacking. Hackers can destvbgle computer programmes by sending viruses oofisrating
another’s computer even from distant areas. Compuied mobiles are easy targets for hackKetdacking means
unauthorized access to computers. Those individesigaged in hacking activities have been termedkenac
Hacking may amount to breaking the security systéém website or a computer without the owner’s pssion or even
knowledge, defacing it, denying services to thasusé the website, changing the database or evamg do the extent of
damaging the system by using programmes. Similtire/creation dissemination of harmful computergpammes which

cause irreparable damage to computer systemsir kinds of cybercrim&
Different Kinds of Hackers

e A black hat hacker is a person who is intimatelyifear with the internal details of security systemnd can

delve into obscure machine code when needed tafsmlution to a tricky problem.

* The term white hat hacker is also often used terites those who attempt to break into systems bwards in
order to help the owners of the system by makiegtlaware of security flaws or to perform some otituistic

activity. Many such people are employed by comps#eurity companies and these professionals csiiedkers.

e A grey hat hacker in the computer security comnyunétfers to a skilled hacker who sometimes actalleg

sometimes in good will and sometimes not.

A recent case in which two students from Kashmimed Adil Hussain and Shahid Malia were arrestediby
special team of Delhi’'s Cyber Crime Cell on Aprit,2018. DCP Anyesh Roy, Delhi Cyber Cell claimedttboth the
culprits hacked 500 sites, including governmergssione of them of the Jammu and Kashmir Bank. TWere also

posting anti-national content on the social medid @sewhere on the wéb.
RANSOMWARE

Ransom means to receive money in return for samgethlence, ransomware describes an encryptiomiegh
hacker keeps it in his server The purposes of du&édr to send ransomware into another’'s computerdar to convert the
whole data into a code by using public key the yotion. The hacker or attacker of ransomware comiyed victim that if

he wants to get encryption key then he has to pag Imoney. Hence, helpless victims fulfill the ded®of the hackers.

NAAS Rating: 3.10- Articles can be sent to editor @ mpactjournals.us




| Cyber Crime, I ssues and Challengesto Indian Legal Security System 409 |

The Information and Broadcasting Minister (India) WPA II, Kapil Sibal's personal website was hacked
Anonymous India in 2012. Interestingly, Sibal ansl IT engineers learnt about it after the news &lagiady become one
of the top trends on Twitter. His website remaiwkedvn continuously for many hours before it wasarsd to normal.
The group was protesting against curbs on freectpaed internet censorship which his government decided to

implement on socidf

Section 66 of The Information Technology (AmendmeAtt, 2008 deals with computer-related offenses.

This section deals with computer hacking. If anyspa, dishonestlyor fraudulently, does any actrreteto in section 43,
he shall be punishable with imprisonment for a tarfnich may extend to three years or with fine whitdy extend to five
lakh rupees or with both. Section 65 of The IT (Amendment) Act, 2008 prdsesi punishment for tampering with
Computer Source Documents. This Section providaswimoever knowingly or intentionally conceals, tiegs or alters

or intentionally or knowingly causes another to azad, destroy or alter any computer source codd fegea computer,
computer programme, computer system or computevankf when the computer source code is requiredetdept or
maintained by law for the time being in force, st punishable with imprisonment up to three yearsith fine which

may extend up to two lakh rupees or with both.

Phishing: In this type of crimes or fraud the attackergdrio gain information such as login information or
account’s information by masquerading as a repetaidividual or entity in various communication chals or in an
email?® It is an act of attempting to trick customers idisclosing their personal security informatioreithcredit card
numbers, bank account details or other sensitif@nmtion by masquerading as trustworthy businessemn e-mail.
Their messages may ask the recipients to updalidaiea or confirm their account information. Phistpiis a two-time
scam, first steals a company’s identity and theniu$o victimize consumers by stealing their ctedéntities. The term
Phishing (also called spoofing) comes from the fhat Internet scammers are using increasingly istpated lures as

they fish for user’s financial information and passd date’

In January 2013, a well-organized, sophisticatedmaer spy operation dubbed Red October was foufsttitl)
be targeting high profile diplomats, governmentd anclear and energy research companies. The Redb&mperation

used phishing emails purporting to be from companiR departments. The attacked covered 69 couittie

In December 2013, a man was arrested for his para iphishing scam targeting UK college students.
The scam sent emails inviting students to updage Hgtudent loan details on a malicious site thaktlarge amounts of

money from their accounts.
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Section 379 of Indian Penal Code, 1860 provided thhoever commits theft shall be punished with
imprisonment of either description for a term whitlay extend to three years,or with fine,or withhi8tSection 406
deals with punishment for criminal breach of truathoever commits criminal breach of trust shallaished with

imprisonment of either description for a term whinhy extend to three years or with fine or withtBt

Section 43A of The Information Technology (Amendm)eict, 2008, deals with compensation for failuce t
protect data. When a body corporate is in posseshiandling or dealing in sensitive personal dat&nformation in a
computer resource that it owns, controls or opserate found negligent in implementing and maintagnreasonable
security practices and procedures and thereby sausmngful loss or gain to any person, then in saatase the body
corporate will be held liable to damages as comgt@ns to a sum not exceeding Rs 5 Crores to thsopeso effectetf
Section 66 deals with Computer Related Offencemnif person, dishonestly or fraudulently, does astyreferred to in
section 43, he shall be punishable with imprisonnfiena term which may extend to three years ohwiite which may

extend to five lakh rupees or withbath.

Cheating & Fraud®: It means the person who is doing the act of cybeeci.e. stealing password and data
storage has done it with having a guilty mind whighds to fraud and cheating. It means false ATkMicae. Debit and
Credit cards used by criminals for their monetaepdfits through withdrawing money from the victiniank account

mala-fidely. There is always the unauthorized Us&TiM cards in this type of cyber crimes.

Section 415 of Indian Penal Code, 1860 containsritneedients of cheating. Section 417 of Indian Penal Code,
1860 provides punishment for cheating. Accordinghie Section whoever cheats shall be punished iwigrisonment of

either description for a term which may extendne gear,or with fine or with bot}.

Cyber Pornography: It involves the use of computer networks to credistribute, or access materials that
sexually exploit underage childréhCyber pornography is in simple words defined as dht of using cyberspace to
create, display, distribute, importor publish paraphy or obscene materials. With the advent otrsgace, traditional
pornographic content has now been largely repldgednline/digital pornographic content. The Infotioa technology
has made it easier to create and distribute poapiir materials through the internet; such as natean be transmitted
all over the world in a matter of seconds, the gaplical restrictions which prevented to a certaktent, foreign
publication to enter local territories have disagmee. The term obscene means relating to matehalscan be regulated
or criminalized because of their depiction of nyd#tex or excretion is patently offensive and withartistic or scientific
value®® Freedom of speech and expression is recognizéshdamental right subject to reasonable restriciomaintain
law and order, public health morality, decency @&idndian Constitution. However, freedom of speacid expression is
restricted by section 292 and 499 of Indian PerwadeC1860. In the first case of this kind, the Dé&blice Cyber Crime
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Cell registered a case under Section 67 of therimdtion Technology Act, 2000. A student of the Rorce Bal Bharti
School, New Delhi, was teased by all his classm&teshaving a pockmarked face. He decided to geklest his
tormentors. He created a website at the URL wwwzamgagents.8m.net. The website was hosted by hinfre web
space. It was dedicated to Air Force Bal Bhartiddttand contained text material. On this site, du@xplicit, sexual
details were given about various sexy girls andhess of the school. Girls and teachers were déssified on the basis
of their physical attributes and perceived sexuafgrences. The website also became an adult joks’ amongst
students. This continued for some time till one,dme of the boys told a girl, featured on the, siteout it. The father of
the girl, being an Air Force officer, registeredase under section 67 of the IT Act, 2000 with Erethi Police Cyber

Crime Cell to an offens®.
Crimes against Persons Property:

As there is rapid growth in the international tragieere businesses and consumers are increasingly csmputers to
create, transmit and to store information in thectebnic form instead of traditional paper docurseiithere are certain
offenses which affects a person’s property whictassfollows Cyber Trespasé: It means to access someone’s computer
without the right authorization of the owner andesanot disturb, alter, misuseor damage data oemsy$ty using a

wireless internet connection.

Intellectual Property Crimes*? Intellectual property consists of a bundle of tighAny unlawful act by which
the owner is deprived completely or partially of hights is an offense. The common form of IPRatioh may be said to
be software piracy, infringement of copyright, ®athrk, patents, designs and service mark violattoeft of computer

source code, etc.

Cyber Squatting®®: It means where two persons claim for the same Doiame either by claiming that they
had registered the name first on by right of uginigefore the other or using something similar tiattpreviously. For

example two similar names i.e. www.yahoo.com andwy@ahoo.com.

Cyber Vandalism*: Vandalism means deliberately destroying or damagiraperty of another. Thus cyber
vandalism means destroying or damaging the data ahetwork service is stopped or disrupted. It malude within its
purview any kind of physical harm done to the cotapwf any person. These acts may take the forthetheft of a

computer, some part of a computer or a periphdtattzed to the computer.

Transmitting Virus **: Viruses are programs that attach themselves tongpater or a file and then circulate
themselves to other files and to other computers oretwork. They usually affect the data on a cdaepieither by

altering or deleting it. Worm attacks play majolerm affecting the computerized system of thevittials.
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Internet Time Thefts*® Basically, Internet time theft comes under hackiligs the use by an unauthorized
person, of the Internet hours paid for by anothensgn. The person who gets access to someone E&e'sser ID and
password, either by hacking or by gaining access$ by illegal means, uses it to access the Intewithout the other

person’s knowledge. You can identify time thefgafur Internet time has to be recharged often, degpirequent usage.

Section 441 of the Indian Penal Code contains @@iniTrespass. Section 447 of Indian Penal Code, 1860
provides punishment for criminal trespass that weoeommits criminal trespass shall be punishe#l witprisonment of
either description for a term which may extendhieeé months, with fine or which may extend to fiuendred rupees or
with both*®

Section 66A of The Information Technology (Amendmekct, 2008 provides punishment for sending offeas
messages through communication service, etc. andagver commits this offence shall be punishabtk imiprisonment

for a term which may extend to three years and firin*°
Cybercrimes against Government’

There are certain offences done by group of pergdaading to threaten the international governmédryt using

internet facilities. It includes:
Cyber Terrorism>*

Cyber terrorism is a major burning issue in the dstic as well as global concern. The common forrthege
terrorist attacks on the Internet is by the distiéld denial of service attacks, hate websites ate &mails, attacks on

sensitive computer networks etc. Cyber terroristivities endanger the sovereignty and integrityhaf nation.

Indian Parliament attack is one of the deadligsicks on Indian Democracy. It is a case of cybeptsm where
accused committed cyber forgery and made passesamded official logo, and layout map of the pamlient has been
downloaded through the Pakistan service providaeyTcontrolled the e-mail and identity system afiam Army>? In
March 2016 the Indian Infrastructure was attadkgdhe Terror outfit with the name of Al Qaeda whblegedly hacked a
microsite of the Rail net page of the Indian Raiwdo show its sinister reach for the first timéneThacked page of
Bhusawal division of Personnel Department of that@s Railway and part of a large intranet credt@dhe department’s
administrative needs was replaced by a messageaafdda Aasim Umar, Al Qaeda chief in South Asia,dlh Indian

Muslims to participate in Jihad.

Section 66F of The Information Technology (AmendtheAct, 2008 provides punishment against cyber

terrorism®*
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Cyber Warfare®®

It refers to politically motivated hacking to coriisabotage and espionage. It is a form of infolonatvarfare
sometimes seen as analogous to conventional waaldmeugh this analogy is controversial for bothaccuracy and its
political motivation. The distribution of pirate@fsware from one computer to another with the ititento destroy the

data and official records of the government.
Cybercrimes against Society at Larg®

An unlawful act done with the intention of causimgrm to the cyberspace will affect a large numbgressons.
These offenses include:

Child Pornography®’

It involves the use of computer networks to credistribute, or access materials that sexually @kpinderage
children. It also includes activities concerninglénent exposure and obscenity. Section 67 B of [Hfiermation
Technology (Amendment) Act, 2008 prescribes puneshinfior publishing or transmitting of material defpig children in
sexually explicit act, etc. in electronic form dhag punished on first conviction with imprisonmaexiteither description
for a term which may extend to five years and witfine which may extend to ten lakh rupees andhénetvent of second
or subsequent conviction with imprisonment of ditthescription for a term which may extend to seyears and also with
fine which may extend to ten lakh rupégs.

Cyber Trafficking *°

It may be trafficking in drugs, human beings, armsapons etc. which affects a large number of parson

Trafficking in the cyberspace is also the graweeshe.

Online Gamblin§® Online fraud and cheating are one of the mostative businesses that are growing today in the
cyberspace. There are many cases that have colightt@re those pertaining to credit card crimemtractual crimes,

offering jobs, etc.
Financial Crimes®™

This type of offense is common as there is rapawjn in the users of networking sites and phonevorking
where culprit will try to attack by sending bogusals or messages through the internet. Ex: Usheglit cards by

obtaining password illegally.
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In order to prevent the above mentioned cyber @ifection 45 of The Information Technology (Amendthe
Act, 2008 provides for residuary penalty that wharesontravenes any rules or regulations made uthiterAct, for the
contravention of which no penalty has been sepgrat®vided, shall be liable to pay a compensatmt exceeding
twenty-five thousand rupees to the person affebteduch contravention or a penalty not exceedirentwfive thousand

rupees?

CONCLUSIONS

The fastest growing internet services are the reffuimodern needs. It is the appreciable step wéniors of
fastest technology that they have made a life @jpdople very easy. Now, anyone can search quidkhtever comes into
their mind. We can make video calling to our distawved ones in every corner of the world. Thisiigery unique gift
which should be used in a reasonable and fair nmahute unfortunately some miscreants misuse thHen@ogy and create
troubles for others. Hackers steal all the confidémnd relevant information from other’'s compstand commit frauds
with innocent people. It becomes more challengind oublesome for the government in case hackingogernment
sites which cause a threat to the peace and seofidt nation. Besides, the misuse of technologiudes on the privacy
of the people. At present, women are becoming ataajet of the cyber stalkers at internet and fam@ssments at their
hands. If the victim of cyber crime is aware of famgainst cyber crimes then he/she can take agtidar those laws.
Therefore in India The Information Technology A200 was enacted in order to prevent the cybersripyepunishing
the cyber criminals. This Act, 2000 was amende@0@08 with the objective to amend the relevant miovis of the
previous Act. The new terms relating to cybercrintesve been added with the stringent punishmenterurithe
Information Technology (Amendment) Act, 2008. Thdian Penal Code, 1860 also contains some relg@vamnisions in

order to punish the cybercriminal.
SUGGESTIONS

» The people are not aware about information tectgylaws are prevailing in India. They do not to htoamtake
action against the cybercriminals. The lack of kiealge on the part of people one of the causes toctienized

of the cybercrime.

» The knowledge of cyber laws can be spread by cgbkrauthorities by organizing seminars and comfees in
each district. The people who are living in villagkey should also be part of these conferencesder to get

knowledge of cyber laws. The authorities shouldneggonal language so that the people can understasily.

e The cyber cells need to be the establishment inyepalice station. The adequate training to thageobfficers
regarding the investigation of cybercrimes and fedressing the grievances of cyber victims can ioxqu
helpful for curbing the cybercrime. Online comptainechanism would reduce the harassment of cylodims.
Toll- free number on the site of district cyberlaould be uploaded in order to save the timéefvictims and

cyber cell's authorities.

* The recent Facebook data leak scam by Cambridgéythozais an example of lack of security at cybeaisp
There is a need that proper security measures aghoell maintained on social media which necessary for

maintaining the privacy of individuals.
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Women victims of cyber crimes should take actioaiagt the cyberstalkers under the relevant pronssiof the

Information Technology Act, 2000 and under thevatd provisions of the Indian Penal Code, 1860.

With the banning of porn sites at cyberspace tleiyrime would be reduced to some extent. The gowent of
India should take necessary steps with the helgybgrspace authorities to ban the porn sites. They
generation is more prone to cybercrimes and tlseaenieed to make them aware about the pros andtogber-
space. The blue whale game took the lives of skebilalren’s. At last Indian government took a stejph the

help of cyber authorities for banning of this game.

The Information Technology (Amendment) Act, 2008 e several provisions for mitigating the cybemes. It
prescribes stringent punishments with heavy fifiég. laws alone are not sufficient, the people néedde more

conscious about their privacy and security.

REFERENCES

1. Verma, Amita, Cyber Crimes and Law, 2009, CentealIPublications, Allahabad, p. 04.

2. Malik, Krishna Pal, Computer and Information Teclogy Law, 2010, Allahabad Law Agency, Faridabad, pp
08, 09.

3. Malik, Krishna Pal, Computer and Information Teclogy Law, 2010, Allahabad Law Agency, Faridabad)®.

4. https://www.legalindia.com/cyber-crimes-and-the-langtrieved on April 10, 2018.

5. https://www.legalindia.com/cyber-crimes-and-thetamgtrieved on April 10, 2018.

6. http://www.helplinelaw.com/family-law/CCll/cyberheres-in-india-what-is-types-web-hijacking-cyber-
stalking.html retrieved on April 11, 2018.

7. https://www.legalindia.com/cyber-stalking-the-impaé-its-legislative-provisions-in-india/ retrieveah April 10,
2018.

8. https://www.legalindia.com/cyber-stalking-the-impaé-its-legislative-provisions-in-india/ retrieveah April 10,
2018.

9. Section 354 D (Criminal Law (Amendment) Act, 20df3yhe Indian Penal Code, 1860 (1) Any man whawasl

a woman and contacts, or attempts to contact suaimanm to foster personal interaction repeatedly desp
clear indication of disinterest by such woman; aynitors the use by a woman of the internet, entadlny other
form of electronic communication, commits the aféeaf stalking; Provided that such conduct shali amount
to stalking if the man who pursued it proves thdttwas pursued for the purpose of preventing oedgg crime
and the man accused of stalking had been entrugitdhe responsibility of prevention and detectidrerime by
the State; or it was pursued under any law or tmpty with any condition or requirement imposed hy person
under any law; or in the particular circumstancesce conduct was reasonable and justified. (2) Waoev
commits the offence of stalking shall be punisheéirst conviction with imprisonment of either degton for a
term which may extend to three years, and shadl hésliable to fine; and be punished on a seconsulassequent

conviction, with imprisonment of either descriptifmm a term which may extend to five years, andlsiiso be

I mpact Factor(JCC): 3.7985 - This article can be downloaded from www.impactjournals.us |




| 416

Madhu Bala |

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

liable to fine.

https://www.hindustantimes.com/india-news/presigedaughter-sharmistha-mukherjee-names-and-shames-
pervert-on-facebook/story-813i00JaLAaQYuBVDIVtdhlhetrieved on April 25, 2018.

Section 500 of The Indian Penal Code, 1860.
Section 509 of The Indian Penal Code, 1860.
Section 67 of The Information Technology (Amendyver, 2008.
Section 67A of the Information Technology (Amendyweat, 2008.

Joshi, Aishwarya,“ldentity Theft- A Critical And @parative Analysis Of Various Laws In India” JoushOn
Contemporary Issues of Law (JCIL), Vol. 2 Issug.®1. http://jcil.Is yndicate.com/wpcontent/up Is&D16/
08/Aishwariya-Joshi.pdf retrieved on April 25, 2018

Joshi, Aishwarya,“ldentity Theft- A Critical Ando@parative Analysis of Various Laws In India,” Joual On
Contemporary lIssues of Law (JCIL), Vol. 2 Issue ©03. http://jcil.lsyndi cate.com/wpcontent/uplo
ads/2016/08/Aishwariya-Joshi.pdf retrieved on ARE| 2018.

Pandey, Kumar Askand, Cyber Crime, p.05,06. h#pgp.inflibnet.ac. in/epgpdata/uploads /epgp_conten
/S0016 08/P001741/M022115/ET/1504181797CyberCrutfiergtrieved on April 10, 2018.

Section 66C of The Information Technology (Amendart, 2008.
https://www.legalindia.com/cyber-crimes-and-the-aetrieved on April 10, 2018.
Verma, Amita, Cyber Crimes and Law, 2009, Centeal/[Publications, Allahabad, pp. 61, 62.

Malik, Pal Krishna, Computer & Information TechngioLaw, 2010, Allahabad Law Agency, Faridabad, pp.
184, 185.

“2 J&K Students picked up by Delhi's Cyber CrimdIC&he Tribune, April 28, 2018, p. 01.
https://www.thewindowsclub.com/types-cybercrimetrigved on April 10, 2018

https://topyaps.com/top-10-cases-of-hacking-thatevatraight-blackout-for-victims retrieved on April 11,
2018.

Section 66 of The Information Technology (Amendy#estt 2008.

Sarmah, Animesh, Roshmi Sarmah and Amlan JyotigBar“A brief study on Cyber Crime and Cyber Lawafs
India,” International Research Journal of Enginéey and Technology (IRJET), June 2017, Volume:d34id:
06, p. 1634. https://www.irjet.net/archives/VARBIET-V416303.pdf retrieved on April 10, 2018.

Jahankhani, Hamid and Amir Al-Nemrat et.al “A @ylcrime Classification and Characteristics,” Novieen
2014 , Researchgate, p. 156. https://www.resemieh net/publication/28048887 3 _Cy ber_crime_Cla
ssification_and_Characteristicshttp:// retrieved April 12, 2018.

NAAS Rating: 3.10- Articles can be sent to editor @ mpactjournals.us




| Cyber Crime, I ssues and Challengesto Indian Legal Security System 417 |

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

Pandey, Kumar Askand, Cyber Crime, p. 27 httpgieinflibnet.ac.in/ epgpdata/uploads/epgp_cont&om
1608/P001741/M022115/ET/1504181797CyberCrime.pdered on April 10, 2018.

Pandey, Kumar Askand, Cyber Crime http://epglibinét.ac.in/epgpdata/uploads/epg p_content/S001608
/P001741/M022115/ET/1504181797CyberCrime.pdf reéieon April 10, 2018.

Chauhan, M. When Virtual World Meets The Real Wdkber Crime Induced Drug Trafficking.
Section 379 of Indian Penal Code, 1860.

Section 406 of Indian Penal Code, 1860.

Section 43-A of The Information Technology (Amemdywect, 2008.

Section 66 of The Information Technology (AmendmaAnt, 2008.
https://lwww.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.

Section 415 of Indian Penal Code, 1860. states iNaever, by deceiving any person, fraudulently or
dishonestly induces the person so deceived toaledny property to any person, or to consent that person
shall retain any property, or intentionally inducttee person so deceived to do or omit to do angtkthich he
would not do or omit if he were not so deceived which act or omission causes or is likely to eadamage or

harm to that person in body, mind, reputation cogerty, is said to cheat.
Section 417 of The Indian Penal Code, 1860.
https://lwww.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.

http://shodhganga.inflibnet.ac.in/bitstream/106C&J487/8/08_chapter%202.pdf pp. 34, 35. ChapteCyiber

Crime and Its Classification retrieved on April 2018.

http://shodhganga.inflibnet.ac.in/bitstream/1060&J487/8/08_chapter%202.pdf p. 42, 46 Chapter ib&y

Crime and Its Classification retrieved on April 2018.

https://lwww.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.
https://lwww.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.

https://www.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.

I mpact Factor(JCC): 3.7985 - This article can be downloaded from www.impactjournals.us




| 418

Madhu Bala |

48.

49.

50.

51.

52.

53.

54.

55.

Section 441 of the Indian Penal Code, 1860 pravitiat whoever enters into or upon property inplgsession
of another with intent to commit an offence orritimidate, insult or annoy any person in possessibsuch
property, or, having lawfully entered into or upsach property, unlawfully remains there with intémtreby to
intimidate, insult or annoy any such person, orhwititent to commit an offence, is said to commitncral

trespass.
Section 447 of The Indian Penal Code, 1860.

Section 66 A of The Information Technology (Amemdm&ct, 2008. Section 66 A Punishment for sending
offensive messages through communication seniiceAny person who sends, by means of a compwetiree

or a communication device,- (a) any informationttisagrossly offensive or has menacing character;(lo) any
information which he knows to be false, but for thepose of causing annoyance, inconvenience, aange
obstruction, insult, injury, criminal intimidatiorenmity, hatred, or ill will, persistently makes imaking use of
such computer resource or a communication devigeanly electronic mail or electronic mail message the
purpose of causing annoyance or inconvenience oleteeive or to mislead the addressee or recipieouathe
origin of such messages (Inserted vide ITAA 2088)l e punishable with imprisonment for a term ethmay

extend to three years and with fine.
https://lwww.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.
https://lwww.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.

http://shodhganga.inflibnet.ac.in/bitstream/106C&J487/8/08_chapter%202.pdf Chapter ii Cyber Crame Its
Classification p. 74 retrieved on April 12, 2018.

http://shodhganga.inflibnet.ac.in/bitstream/1060&J487/8/08_chapter%202.pdf Chapter ii Cyber Crinnel éts
Classification p.75 retrieved on April 12, 2018.

Section 66F of The Information Technology (AmemdmAct, 2008 Punishment for cyber terrorism (1)
Whosoever,— (A) with intent to threaten the unitiggrity, security or sovereignty of India or twile terror in
the people or any section of the people by—efilythg or cause the denial of access to any peastimorised to
access computer resource; or (ii) attempting togigate or access a computer resource without ausation or
exceeding authorised access; or (iii) introducing causing to introduce any computer contaminantdy dy
means of such conduct causes or is likely to cdesgh or injuries to persons or damage to or destan of
property or disputes or knowing that it is liketytcause damage or disruption of supplies or sesvessential to
the life of the community or adversely affect ttigcal information infrastructure specified undsection 70; or
(B) knowingly or intentionally penetrates or acass computer resource without authorisation oreexiing
authorised access, and by means of such condugihstaccess to information, data or computer dasabihat is
restricted for reasons of the security of the stateforeign relations; or any restricted informatip data or
computer database, with reasons to believe that smformation, data or computer database so obt@dingy be
used to cause or likely to cause injury to theriedges of the sovereignty and integrity of Indigg gecurity of the
State, friendly relations with foreign States, paloirder, decency or morality, or in relation tordgempt of court,

defamation or incitement to an offence, or to tlivamtage of any foreign nation, group of indivicualr

NAAS Rating: 3.10- Articles can be sent to editor @ mpactjournals.us |




| Cyber Crime, I ssues and Challengesto Indian Legal Security System 419 |

56.

57.

58.

59.

60.

61.

62.

63.

otherwise, commits the offence of cyber terrorighmvhoever commits or conspires to commit cybeotem

shall be punishable with imprisonment which magmatto imprisonment for life.

https://www.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.

Section 67 B of The Information Technology (Amemdm&ct, 2008 prescribes punishment for publishimg
transmitting of material depicting children in sey explicit act, etc. in electronic form: Whoeyg@) publishes
or transmits or causes to be published or transditinaterial in any electronic form which depictsldien

engaged in sexually explicit act or conduct or (bgates text or digital images, collects, seekgwises,
downloads, advertises, promotes, exchanges orilditgs material in any electronic form depictinigildren in

obscene or indecent or sexually explicit manner(@r cultivates, entices or induces children to oali
relationship with one or more children for and oaxsally explicit act or in a manner that may offead
reasonable adult on the computer resource or (djlifates abusing children online or (e) records amy

electronic form own abuse or that of others peiitagnto sexually explicit act with children, shak punished on
first conviction with imprisonment of either degtion for a term which may extend to five years witth a fine
which may extend to ten lakh rupees and in thetesesecond or subsequent conviction with imprisemnof
either description for a term which may extend éven years and also with fine which may extenarolakh
rupees: Provided that the provisions of section €¥tion 67A and this section does not extend jobmok,
pamphlet, paper, writing, drawing, painting, repeasation or figure in electronic form- (i) The pidation of

which is proved to be justified as being for théblpugood on the ground that such book, pamphlapep
writing, drawing, painting, representation or figais in the interest of science, literature, arti@arning or other
objects of general concern; or (ii) Which is keptused for bonafide heritage or religious purpo&elanation:

For the purposes of this section, ‘children’ meanserson who has not completed the age of 18 years.
https://lwww.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.
https://lwww.legalindia.com/cyber-crimes-and-thelargtrieved on April 10, 2018.
https://www.legalindia.com/cyber-crimes-and-the/largtrieved on April 10, 2018.

Section 45 of the Information Technology (Amendjrctt 2008.

I mpact Factor(JCC): 3.7985 - This article can be downloaded from www.impactjournals.us







